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Cyber Safety & Security



HAS THE INTERNET-

A. Connected people together?
Or

B. Isolated people even more?

Please type either A or B in the chat box.
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Fascination
For Internet
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Communication
Creation

Curiosity

Services

Fun & Adventure,
Independence
Sense of belonging
Being Heard
Anonymity
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Self reflection:

How Many Times Do Young People
Check Their Phones In 24 hrs»

A. 126
B. 85
C. 150
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Words that come to your mind when we
mention Risks on Internet?
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Privacy & Personal Safety

SAFETY Data & ldentity Theft

& Online Predators
HRElé:ZTSH Cyber Bullying & Trolling

Inappropriate Content

Social Emotional & Physical
Health Concerns



v' Sharing Personal Information

v Privacy Settings
CAUTIONS

v Registering for Apps

v' Passwords

v 2 factor authentication



DATA &
IDENTITY
THEFT

Phishing, Smishing,
Whaling

Blackmailing

Ransomware
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Protect Personal details

Blur names & faces

STRATEGIES 3¢ Party Apps

Avoid Malicious Links

Updated Anti Virus

Use Original Software

Avoid Free wares
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ONLINE
PREDATORS

Stranger Danger

Inappropriate Language &
Content

Influencing/Grooming

Blackmailing



STRATEGIES
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Ensure Parental Control

Limit access to websites

Use Content Filters

Hide Faces and Names

Hygienic digital habits
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CYBER BULLYING

& TROLLING
& Social
o Emotional
Issues

Unknown Author is lic
CC BY-SA


https://creativecommons.org/licenses/by-sa/3.0/

HEALTH

ISSUES BE,_,’;\"'
ADDICTION, gmg zﬁ%
SCREEN TIME e,
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http://www.flickr.com/photos/alexisnmatthews/4657387800/
https://creativecommons.org/licenses/by/3.0/

ADVANTAGES

TECH
SUPPORTED
LEARNING
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CHALLENGES



https://fpf.org/2020/08/06/student-privacy-special-education-and-online-learning-navigating-covid-19-and-beyond/
https://creativecommons.org/licenses/by/3.0/

RESPONSIBILITIES OF EDUCATORS
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PRIVACY & PERSONAL SAFETY

Student Safety is Paramount
&

Student Data Is Massive Wealth
Of Sensitive Information
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WHAT IS STUDENT DATA?

Personal Identifiable Information (PlII)

Personal Health Data (PHI)

Demographic Details

Academic Information

Testing /Performance Data

Behavioral Details
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STRATEGIES

Secure Learning Platforms

Secure Login Credentials

Secure Cloud and Data Sharing Platforms

Password Protected Files

2 Factor Authentication

Limiting Access & Control-Manage User Privileges
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End-to-End Encryption



SCHOOL SUPPORT

* |nclusion of Digital Citizenship Modules in the Curriculum
= Capacity Building of Students, Teachers & Office Staff

= Computer Teacher to run hygiene test on all machines

= School Counsellor to understand the reporting/helpline
numbers

= |nvolve Parents: include them in the committee/group

» “SEHOBICyber Safety Clubs o



Assignment:

Check and Edit ‘Privacy Settings’ on the
Social Media Platform & apps — Facebook,
Google, Instagram, Snapchat, Gaming Sites

Check & Edit Access to your Personal Data
by the Learning Apps and Platforms
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www.eraksha.net

making netizens responsible & safe

Safer, Responsible and
Peaceful Use of Intermnet

==
Register Now : www.eraksha.net

for the eRaksha Competitions 2022.

Follow the Link or scan the QR Code to Register.

SCAN TO REGISTER
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CYBERPEACE FOUNDATION

For assistance, contact us on our WhatsApp helpline
at +91 957 00000 66

Or via mail at helpline@cyberpeace.net
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THANK YOU
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